MIHICTEPCTBO OCBITH I HAYKHU YKPATHHU

mip. Ilepemorn, 10, m.Kuis, 01135, Ten. (044) 481-32-21, daxc (044) 481-47-96
E-mail: mon@mon.gov.ua, xox €IPIIOY 38621185

Hauansaukam ob6nacHux, Kuiscskoro

MICBKOT'O YTIpaBJiiHb OCBITOO, PEKTOpaM
(IupexTOpaM) HaBYANLHHX 3aKJIa/iB YCiX piBHIB
aKpeauTallii, KepiBHUKaM Jdep)KaBHUX
IiJIPUEMCTB Ta OpraHi3amii, 10 3HAXOAATHCH Y
cdepi ynpapiinHs MiHICTEPCTBA OCBITH 1 HAYKH
Ykpaiau

oo npotuzii 3arposam
byHKLiOHYBaHHIO iH(MOpMaIiiiHo-
TEJIEKOMYHIKaI[iiHUM CHCTEMaM

Y 3B’43Ky i3 BHABIICHHSAM 3arpo3 CTAJIOMY (YHKIIOHYBaHHIO aBTOMAaTH30BaHMX
cucteM MiHicTepcTBa OCBiTH i Hayky YKpaiHH, yCTaHOB Ta 3aKajliB OCBiTH, JepKaBHUX
HiJNIPUEMCTB, IO 3HAXOMATHCS y HiANOpsAAKyBaHHS MiHicTepcTBa, BUHHMKIA rocTpa
notpeba y epeKTHBHIl NPOTHAIl TAKAM 3arpo3aM.

Y 3B’A3Ky 3 MM, HanpaBiseMo Komito iucta Ciyx6u Gesnmexu Ykpainu Bin
21.07.2017 Ne 30/1/1-5414 «lllomo 3arpo3 ¢yHKUioHyBaHHIO iH(OpMauiliHO-
TeJIeKOMYHIKalliHHAX CHCTeM» [T PETeIFHOTO ONPALFOBAHHS Ta 3aCTOCYBAaHHS HATAHUX
PEKOMeHJalili y mojanbimiii pobori i 3abe3nedeHHS KiOepOe3mekn Balmx
iHdopMaIiiiHO-TeTleKOMYHIKalliHHAX CHCTEM.

Honatok: 3rasane (Ha 5 apk.).

3actynHuk Minictpa - / P. B. I'pe6a

— —
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CJIVXXBA BE3IEKH YKPATHU
Jenaprament MinicTepcrso ocBiTH | Hayku YKpainu
KOHTPPO3BIAYBAJILHOIO0 3AXHCTY 01135, Vkpaiua, m. Kuis, npocn. ITepemorn, 10
inTepecis AepxaBn y chepi
indopmaniiinof 6e3nexn

syn. Bonoaumupcska, 33, M. Kuls, 01601
Ten. (044) 256-91-64, E-mail: htcu@ssu.gov.ua

Koa €IIPTIOY 00034074
[ .OR017 Ne 30/1/1-5414

Ha Ne Bin

Lljooo 3a2po3 pyHKryionysaunio
ingopmayitino-menexoOMyHiKayitinux cucmem

JleriapTaMeHTOM Y XOIi BHKOHAHHA 3aXOAiB i3 KOHTPPO3BilyBallbHOTO
3axucTy iHTepecis Aepkasu y cdepi iHdopmanifiHol Oe3neKn BUSBIEHO 3arpo3M
cranoMy QYHKUiOHYBaHHIO GBTOMAaTH30BAHNX CHCTEM [EpPKABHUX opraiB BIaaM, y
ToMy 4mcii MiHicTepcTBO OCBiTH | HayKH YKpaiHH.

- 27 uepsHa 2017 poky BinGynacs HU3KA NOTYKHHX KibepaTak Ha KOMI IOTepHi
Mepesxki 6aHKiBCHKOTO, €HEPTETHIHOrO, TPAHCTIOPTHOTO CexTopiB, 06°€KTiB 3B’43Ky Ta
{HIMX BAXTMBHX 06’€KTiB KpUTHUHOI iHdpacTpyKTypu YKpaiHM, MO BHKIHKANO
3HAYHMI PE3OHAHC Y CYCIiIBCTBI.

Vpawenns indopmanilimux cucreM BiaOysanoch 3a  JIONOMOrOIO
MOAMGIKOBaHOTO IIKiTHBOrO MPOrpaMHOro 3abesneueHns (MuGpyBANBHUKA) Ml
ymoBHoto Ha3solo WannaCry2 abo Petya.A / Petya.C., qacTuHa NpOrpaMHoro Kouy
AKoro pasime ¢ikcyBanace MiJl 9ac aTaku Ha YkpsanisHuwo y rpyasi 2016 poky.
O6’exTaMH CTANTH KOMN'IOTEPH Ta CepBepHe oOiafiHaHHA Ha onepauiiHiii cucremi
Windows. Bin6ysaerbcs nosHe abo 4acTKoBe MH(PYBAHHI GailniB 3 pO3IIMPEHHAM
doc, txt, exl. ;

BCTaHOBIEHO IO, OJAHHM i3 IUIAXiB MOIIMPEHHS BIPYCY Petya.A 6yno
OHOBJIEHHA TpOrpaMHOro 3alesmeveHHs, npusHaueHe Ui AOKyMeHTO00iry,
niarorosku Gyxrantepcbkoi Ta ¢piHaHCOBOI 3BITHOCTI. ,

V o Xe uyac, BEPCiA MPHYETHOCTi POCIACHKAX criencayx6 1o 3nidcHeHol
KifepaTaku 3aJMINAETBCA OCHOBHOIO, OCKUIBKHM TMiCHA TNepepaxyHKy HeoOXimHHX
KOLITIiB, ypaXeHi KOMII'IOTepPH Tak i me Gymu po36rOKOBaHi, IO MIATBEPIKYE
TpUIYIIEHHS Ipo A006pe criaHOBaHy Ki6eporepallito TPOTH YKpaiHH HanepenosHi
Tas KosctrTymii.

Amnanis 3zificnenux Kifeparak CBIIYHMTB NPO CHCTEMHI TpopaxyHKH 3 GOKy
KepiBHHKIB OpraHiB AepkapHOi BIamgy Ta 06’exTiB KpuTHuHOI iH(bopmauiiHOl
inbpacTpykTypH Y saGesmedenni  KiGepOesmeku  iX indopmanuiiHo-
TeNneKOMYHIKAIIHUX CHCTEM.

He 3Bacaiouy Ha 3400YTHH AOCBil, HaxaHi CB Yxpainu pekoMeHjallii 3a

. . MIHICTEPCTRO, OCBITH T HAYHH g1 . . .
qaciIKaMu  KiGepaTaiMssdto, -G PhetRrOp, sxa Maja Micue HAMPHKIHLU
|

HHAHCEE
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BHKOHaHHs 6a30BHX BHMOT YHMHHOIO 3aKOHONABCTBA y cepi TEXHIYHOIO 3axXHCTy
ingpopmauii. \

TMopsin 3 LMM, NPOJOBXKYIOTh (ikCyBaTHCH YHCICHHI NOPYIIECHHS IEPCOHATIOM
06’eKTiB KpHTHYHOI iH(QpacTpyKTYpH 6a30BHX BHMOT 3aKOHOZIABCTB2 NP0 3aXHCT
inpopmauii B iHoOpMaUifHO-TeIeKOMYHIKAaUifHUX CHCTeMaxX, fKi CTBOPKOIOTh
CTIPUATIMBI YMOBH M4 peanizauiil kibep3arpos. 3okpema: .

- BHKODHCTaHHS OCOOHCTHX TEXHIYHHX 3aco0iB y ckiani BupoGHMuMx AC

- (USB-¢nem HakomudyBadi); . o

- MAKTOYEHHS OO KOMIT'IOTepiB MiANPHEMCTB TEXHiYHWX 3acobiB i3
MoxysiMH nepefadi ganux (Bluetooth, GSM Tommo), NPU3HAYEHUX 1Sl CTBOPEHHS

- KaHAJIB 3B'A3Ky 3 MepeXaMH 3arallbHOr0 KOPHCTYBaHHS Ta iHIUMMH eNeKTPOHHUMH
TNIPHCTPOSMH;

- BHKODHCTaHHA TNEPCOHAJIOM BHPOOHMHYHX MeEpex I joctyny  fio
0COGHCTOI €EKTPOHHOI IMOWITH, 3araibHOMOCTYNHMX Ta COLiabHO-OPiEHTOBAHMX
pecypciB Mepexi Inteprer; ’ ' o

- HesaxumeHicTs ITC 3a nomoMorowo axkTyansHHMX Bepciit aHTHBIPYCHOTO
IPOTPaMHOro 3abe3neyeHHs. ‘ o

~ Kpim Toro, ycBinom/r01041 HacTaHHS BilNOBIiNaNBHOCTI 33 HEBXHTTA 3aXOLiB
i3 3abesnmeveHHs  kiGepGesmexku, okpeMi 1ocazoBi 0co6M  HECBOEYACHO
npoinopMyBany YNOBHOBaXeHHX CyG’ekTiB 3abe3nedeHHs kiGepbesnexn wono
BHSBIICHNX (aKTiB BipyCHOrO ypaKeHHs Ta HaMarajiucs NpHBecTH QyHKLiOHYBaHHS
KOMIT'IOTEPHMX CHCTEM Yy LITATHHI PEXHM BIACHHUMU CHIAMH, IO [PHU3BENO 10
HAaCTaHHA OLIBLI BaKKUX HACHIAKIB Ta yYCKNaAHHIO HpOLEC JIOKYMEHTYBaHHs
KiGepiHIUAeHTIB.

3 MeToI0 NPOTHAIT 3arpo3aM BUMHEHHS LiNeCIPIMOBAHKX KiGEpaTak, a TaKox
OoKyBaHHIO pPOGOTH aBTOMATM30BAaHHX CHCTEM MinicrepcTBa ocsit i Haykm
Ykpainu, BBaXa€ThCH 3a JOUIIBHE:

1. 3abesneunTd HENMpHIYCTUMICTL BIAKPHTTS BKIAZEHS y nigo3pinux
MOBINOMJIEHHAX (Y JMCTaX Bij afpecartiB, IONO SKHX BHHHKAIOTH CYMHIBH;
HAIPUKIAJ: aBTOp 3 HEBIHOMHMX MpPHYHMH 3MiHHB MOBY CHiNKYBaHHS; TeMa JHCTA €
HETHNOBOIO JUIs aBTopa; cmoci6, y skuif aBTOp 3BepTacTecs 10 ajgpecara, €
HETUIOBHUM TOMIO; a TaKOX Yy MOBIOMIECHHAX 3 HECTAHOAPTHHM TEKCTOM, IO
CTIOHYKAIOTh 10 NMepexoiy Ha MiNo3piii NocHNaHHs aGo A0 BiAKPHTTH miao3pianx
daiiiis — apxiBiB, BUKOHYBaHUX (aiinis Ta iH.).

2. CucremmuM azMinicTpatopam Ta aaMidicTpaTopam Gesnexu 3BepHYTH
yBary Ha QiIBTPYBaHHA BXigHHUX/BHXIZHUX inpopmanifANX mOTOKIB, 30KpeMa
TOIITOBOTO i BeG-Tpadiky.

3. KourakTHi enexTpoHHi nowTosi CKPHHBKH, sKi 3a3HAYalOTECH Ha
oiuifiHMX Be6-calitax mepKaBHUX OpraHiB NEpeBeCTH 3 CHMBOJBHOTO THLIY 10
rpa(piqnoro, JULL yCKIaNHEHHS NpOUEAyPH aBTOMaTH4HOro 360py Ta aHam3y
BIIOMOCTE# NMOTEHNi AHUMH 3TOBMHCHUKAMH B MaiOyTHEOMY.

4.  BcraHoButH odimiituuii matu Microsoft Security Bulletin MS17-010-
Critical.

5. Ha mepexesomy oGnagHanni Ta TPYTIOBMMH MOJIITHKaMH 3a6/10KyBaTy
Ha CucTeMax Ta cepsepax noptu 135, 445, 1024-1035 TCP.,

6. B pasi indikyBaHus HEPCOHANBHOro KOMIT’10Tepa He
TI€pe3aBaHTAXYBATH CHCTEMY.



7. O6mexurn MOJXITHBICTE 3anycky BHKOHYBaHux Qaitnip (*.exe) ma
KoMI'oTepax 3 AUPEKTOpiii %TEMPY%, %APPDATAY;

8. MOXXIIUBOCT] BiTHOBJIeHKy Samnppoanuy daiinin CKOPHCTaTHCy
Iporpamamuy ShadowExplorer a6o PhotoRec.

Ha croroauimuij ACHB, cneuianicramy CR Ykpaiuu BHBYaeTbCH Moxcnusicry,
Aelmppysanng 3ammpopagyy JAaHHX Tg BCTaHOBeH] ineﬂmq;ixaropﬂ
Komrpomeraryji, HeoOXinui A1 nosnoy nepeBipku iHpOpMaitino-
TenekoMyHikani ity CHCTeM Minicreperpa OCBiTH | Hayku Vkpaiuy (aomarox),
PeKOMeHnaui’f mono 3axuery KoMIT'torepip Big KibepaTtaxy Petya Ransomware
3Haxonsarecy 3a NOCHIaHHAM: https://ssu.gov.ua/ua/news/l/category
/2/view/3659#sthash.sxa1] 809.fTyl G9AU.dpbs.

Kpim Toro,  Binmosigne RO  Hakasy AnMiHicTpanjy lIepxccneu:sB'zsrcy
Bix 10.06.2008 Ne 94, axum 3aTBepKeHo "Topanok XOopauHauii nisnpuocr oprauip

in)opMauiﬁHo-TeneKomyHiKauiﬁnnx cucremax", cy6'exry KOOpauHauii y pas;
BUABIEHHS cripoGy BYHHEHHY HeCaHK1ioHOBanyx Iif, HeBinkmagno inpopmyBary

KOMI'foTeprnx MEPeX, mnpocumo TepMiHOBO inbopmysarty CHiBPO6iTHHKIp
JKIE CB Ykpaiuu mono HeCaHKIiOHOBanyx A Binnocxo AepPKaBHuX

3a pesynsratamy POSIIARyY BrasaHoro muera 1 BXHTHX 3aX0xiB mpocumo
ToiHGOpMyBaTH,

Honarok: ineurndﬁxa"ropn KOMITpomMerauii ua | apK., He TaeMHo.

O. Knumuyx

&‘Haqanwmgg[enapramem / M



InenTHIKATOPH xommpomeTauil

httf)://www.1c-sed.com.ua/downloads/9/zvit9:.‘15hp .

http://upd.me-doc.com.ua/
http:// 1c-sed.com.ua/

JlaraTa Bepcis Ui onosnenas M.E.Doc o micTinu 6exnop
14.042017 01 175-10.01.176
15.05.2017 01.180-10.01.181
22.06.2017 01.188-10.01.189

Tlepesik pel-1mesutiB: _ L
hxxp://me-doc.com ua/T ESTUpdates/med.php [1KB 11/12/14 12:00:00 AM]
hxxp:‘//me-doc.com.ua/TESTUpdates/mcdoc»online.php [16KB 531/17  2:45:00 PM]
‘ hxxp‘://me-doc.com.ua/T ESTUpdates/MedocZarplata/index.old.php {1k 11/ 1/14  12:00:00
AM]
Be6-meiu DpoCHTE apropu3anii - a60 o COOKIE abo 1o papameTpy B URIL

TTpouecH, MO BinOyBanich Ha yPOXCHAX TIEOM:
. -Ha KOMIT'IOTEp] peecTpyeTes ronis, Logon’e (koX nonit 4624);

- Ha KOMI'IOTEpi peecTPyeTCH nonis, Logon’y (k04 noxii 4672);
- Ha KOMITIOTEpi peecTpyeTed 3aITyCK CIIyXKOH PSEXESVC (ko noxii 7045);
- Ha KOMI'TOTepi 3arTyCKAETCs [POLIEC THILY:
" o, WINDIR%\rundll32.exe

“C:\Windows\perfc.dat”,#l,

“'%HOSTNAME%\%USERN AME%i%PASSWDRD%”
- Ha KOMITIOTEp] CTBOPIOETBCHA daitn « C:Windows\dllhost.dat », TIpeACTABIAE coboio PsExec;
. Ha KoMmmioTepi B mupexTopii «%TMP%» CTBOPIOETBECA pukonytounit Gaia 3 AOBUILHUM
imenem.mimikatz; . e T
. §a KOMI'IOTepi PeecTpYEThCA GaraTo TOMiM, fKi ¢BifuaThL Tpo cripobu apTopsaiii 3 ABHO
BKa3aHNMH ayTenTH(iKANiAHAMA JAHHMH HA IHIHMX xoMITIoTEpax B Mepexi (Ko nozii-4648); pa
L(HOMY, AKTHBHICTH 11 Ha MepexKeBi TopTH 445 /tcp abo 139/tcp. ‘ o

3i6pany iH(opMalliio mKignmeuii Kox 36mpac Ta janucye B 'peec:Ti)“~Windows B IHPEKTOPIIO
HKEY_CURRENT_USER\SOFTWARE\WC.

Tlepenix TaEKaTOpiB, MOBA3AHUX 3 axTUBHICTIO 6eKIOpiB (3 KBiTHA 1O T.%.)

82.221.131.52

82.221.128.27

130.185.250.171

176.123.2.250

193.29.187.78

176.31.182.167 . e T
hxxps://bankstat.kiev.ua | |
hxxps://capital-investing.com.ua

hxxps://transfinance.com.ua

hxxps://invest-trade.com.ua

hxxps://banky.com.ua

Microsoft Help Service (ums cimyx6u1 ana VBS-6exnopa)

Windows Help Servi
375910000 (st cy6t ans VBS-Gekiopa)

api.telegram.org
149.154.167.200
149.154.167.197
149.154.167.198
149.154.167.199

Y pasi
BHSBIEHHS 4
zere ;
gpmna [IEOM wn imbopmauiﬁnggy f:;m cHcTeMamu  inQopmauiiinoi Gesn :
: # JIKIE CB Vkpainn Ha ene PacTPyKTYpH HPOCHMO [1OBiZOMMTH CK¥  BHNAIKIB
KTPOHHY anpecy research@dis.gov.ua, 33a prasammMs
’ -80V.Ua, 3 333HAYCHHIM



Ineu'm(bikar_opu KoMnpomeragiy -

http:/ www. 1¢-sed.com ua/downlog it9.pl
.com. wnloads/9

http://upd.me-doc.com.ua/ ! /ZVth.php '

http://1 ¢-sed.com,ug/

- Hara a pepcig It ouosne% '
HI M E. :
14.04.2017 01.175-10.01.176 E.Doc mo micryy 6exnop

15.05.2017 01.180-10.01.181
22.06.2017 01’.188-10.01.189

Hepenix Beb-mwreip:

hxxp://me~doc.com.ua/'I‘ESTUpdates/rfxed.php [1KB

hxxp://me~doc.com.ua/TESTUpdates/medo 1712714 12:00:00 AM]

hxxp:/me. doc.com.ua/TEs c~on1ine.p.hp[16 KB 5131/17 2:45:00 pM
AM] TUpdates/MedocZarplata/mdex.old.php[ LKB  11/11/14 12:00:00

::C:\Windows\perfc.dat”,# 1,
- %HOSTNAME%\%USERNAME%:

' %PASS %
- Ha komiT'1otepi CTBOPIOETBCS (hajyyy C:\wi d TroRD%

ndows\dllhost.dat »,
%Yo» CTBODIOETRCH g

1 36Hpae Ta , e )
HKEY.CURRENT_USER\SOFTW ARE\WIg 3alMCye B peecctp Windows g AHPEXTOpito

Hepenix IHI[HKaTOpiB, TIOBA3AHUX 3 akTHBHiCTIO
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82.221.128.27

130.185.250.171

176.123.2.250
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hxxps://capital-investing.com.ua
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hxxps://invest-trade.com.ua

s://banky.com.ua
hl\/);ixc?osoft Help Service (ums ciyx06s1 i1 VBS-Gexnopa)

Windows Help Service (ums cayx651 ans VBS-Gexnopa)

37.59.10.101

api.telegram.org
149.154.167.200
149.154.167.197
149.154.167.198

' X ifHoi Ge3nmexs BHOAAKIB
149.154.167.199 HHS 4 JICTEKTYBaHHA CHCTEMaMH IHQ)OPM?:SS;;?)LIHTH 33 BKA3AHUMH
.y paloizle‘;e indopmauiiigoi indpacTpyKkTypH npocuzd}?@dis.go\’-“a’ 3 3a3HAYCHHIM
YPAaXCHHA III-II(EI:B CB pr aiHH Ha CNEKTPOHHY anpecy rese?{_nmm."nrn naRsaTteuAld
daxtamu T

Geknopie (3 kpirag o T.4,)



